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Improving Application Performance, Scalability, and
Availability using Microsoft Windows Server 2008 and NLB
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(A step-by-step guide)
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Introduction

Asthedemands i mposed umpssion andhblsinessscritical applications

continue to rise to unprecedented levels, IT administrators are faced with the difficult

challenge of finding a solution to ensure their applications can meet these growing

demands both now and in the future. One cost-effective way to achieve this objective is

to deploy highly scalable application clusters using MicrosoftE Windows Server 2008E

and Network Load BalancingE (NLB) with SanbolicE M

This paper describes how to create highly scalable application clusters using Microsoft
Windows Server 2008 and NLB with Sanbolic Melio FS and external SAN storage.

About Sanbolic Melio FS

Sanbolic Melio FS is a 64bit clustered file system that provides multiple servers with
simultaneous access to data stored on SAN storage. Melio FS supports block-level
access to all data types and storage volumes as large as 18 million terabytes (TBs).
With its advanced transaction managers, symmetrical architecture, full journaling, and
dynamic clustering capabilities, Melio FS ensures the integrity of data on shared SAN
storage by controlling read/write access for multiple servers at any given time.

Achieving Greater Application Performance and Scalability using
Windows Server 2008, Melio FS, and SAN Storage

Using S a n b o IMelio&S clustered file system, multiple Microsoft Windows Server
2008 servers running on industry-standard hardware can be clustered into a common
file system on external SAN storage. With this configuration, additional servers and/or
storage arrays can be added dynamically to the cluster to expand I/O performance
and/or storage capacity when necessary, without I/O interruptions. At the same time,
administrators can continue to manage their Windows-based solutions using familiar
Windows management tools. (See figure below.)
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With multiple Windows Server 2008 servers having concurrent read/write access to

data on external SAN storage, mission and/or business-critical applications such as

File Servers and Web Servers can be clustered together to leverage this shared data
access capability; greatly enhancing application performance and scalability.



Using NLB Clusters with Windows Server 2008

Using NLB (Network Load Balancing) with Windows Server 2008, application traffic can
be load-balanced, or distributed, across multiple servers.

When NLB is installed and configured on multiple servers, an NLB Cluster is formed,

all owing each server to fisharedo one or more | P ad:¢
With multiple servers sharing IP addresses, application traffic can be effectively load-

balanced amongst the servers.

By distributing application traffic across multiple servers within an NLB Cluster,

applications are able to work in tandem to more efficiently process requests. Thus, as

the number of concurrent requestsincreases, so too doesabditytappl i cat
process those requests; resulting in significant improvements in both application

performance and scalability.

Another inherent benefit of NLB is its ability to enhance application availability by
ensuring there is no single point of failure. For example, if one of the servers running
an application were to experience a hardware failure or loss of network connectivity,
the remaining servers running the application could continue processing requests;
minimizing application downtime and facilitating business continuity.

How to Configure a NLB Cluster using Windows Server 2008

The following pages provide step-by-step instructions for configuring an NLB Cluster in

order to achieve significant improvements in application performance, scalability, and

availability using Microsoft Windows Server 2008 servers with shared access to

external SAN storage formatted with Sanbolicbds Melio F

The following example includes two servers running Microsoft Windows Server 2008. A
volume or LUN (Logical Unit Number) is presented to each server from the storage

array through an iSCSI or Fibre Channel switch fabric. The LUN, which is managed

using Sanbolicbs LaScal a Mormattee withadelo &e so,that botht h e n
servers have concurrent, block-level read/write access to data stored on the LUN.

Note: Although this example uses two Windows Server 2008 servers, an NLB
Cluster comprised of more than two servers can be easily configured.

Note: This paper does not provide detailed descriptions for installing or configuring
LaScala or Melio FS on Windows Server 2008 servers, nor does it explain how to
provision a LUN on SAN storage.

For detailed information regarding the installation and configuration of LaScala and
Melio FS, please download the user manuals by clicking on the following links:

http://www.sanbolic.com/pdfs/LaScala _manual.pdf
http://www.sanbolic.com/pdfs/MelioFS Installation Guide.pdf

For information regarding the provisioning of a LUN on your SAN storage, please
refer to your SAN storageu s er 6 s . @nee al&JN has been provisioned, the
installation and configuration of LaScala and Melio FS takes just a few minutes.


http://www.sanbolic.com/pdfs/LaScala_manual.pdf
http://www.sanbolic.com/pdfs/MelioFS_Installation_Guide.pdf

Requirements for Configuring NLB
™ 1 All servers participating in the NLB Cluster must be running Microsoft Windows
Server 2008 x86 or x64. (Note: Backward compatibility has been tested with
Windows Server 2003 R2).
1 LaScala and Melio FS must be installed on each server.
1 A volume or LUN on the SAN storage must be formatted with Melio FS.

1 The NLB feature must be installed and configured on each server.

— 1 A DNS Host entry for the IP address(es) assigned to the NLB Cluster must be added
to the DNS Server for the domain in which the servers are joined.

1 While not required, it is recommended that multiple NICs be installed on each server.
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Steps for Configuring NLB

Prior to installing NLB, provision a LUN on the SAN storage and present it to each
server that will be participating in the NLB Cluster. Launch LaScala to manage the
LUN and format it using Melio FS.

Open the Server Management console in Windows Server 2008.

Inthe leftpane,cl i ck fAFeatures. o
I n the right pane, click AAdd Features. o
E___ Server Manager _I_I- m| EI
File Action View Help
e A 7|
i‘* Roles EErBEEEE—EEE————b-§ BRLAMh i A M lahAhhPHA il
Diagnostics View the status of features installed on this server and add or remove features,
Configuration
Storage
(~) Features Summary ﬂ Features Summary Help
() Features: 3 of 35 installed Iﬁ Add Features

ﬁ.ﬁ Remove Features
MET Framework 3.0 Features

.MET Framework 3.0
XP5 Viewer
Remote Server Administration Tools
Role Administration Tools
File Services Tools
Distributed File System Tools

Windows PowerShell

{‘i Last Refresh: 10/24/2008 3:46:07 PM  Configure refresh

Select "Network Load Balancing" and click "Next."
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Add Features Wizard

Select Features

Progress

Results

Select one or more features to install on this server,
Features:

Description:

|E| .MET Framework 3.0 Features (Installed)

|:| BitLocker Drive Encryption
|:| BITS Server Extensions
|:| Connection Manager Administration kit
[] Desktop Experience
[] Failover Clustering
|:| Group Policy Management
[] Internet Printing Client
|:| Internet Storage Name Server
[] LPR Port Monitor
[] Message Queving
[] Multipath Ijo

Network Load Balandng

[] peer Mame Resolution Protocal

[] quality Windows Audio video Experience

|:| Remote Assistance
[ remote Differential Compression

[E Remote Server Administration Tools (Installed)

[] rRemovable Storage Manager
[] RPC over HTTP Proxy
[] simple TCR/TP Services

CRATT Cme me

More about features

Metwork Load Balancing (MLE)

— distributes trafficacross several

servers, using the TCPfIP netwaorking
protocol. NLB is particularly useful for
ensuring that stateless applications,
such as Web servers running Internet
Information Services (IIS), are
scalableby adding additional servers
as theload increases.

|

< Previous | Mext = I Instal Cancel

Click Al nst al

I . 0

Add Features Wizard

Features

Progress

Results

Confirm Installation Selections

Toinstall the following roles, role services, or features, dick Install,

@ linformational message below

Network Load Balancing

Print, e-mail, or save this information

< Previous

@ This server might need to be restarted after the installation completes,

[Hext = | Install I Cancel




Once the Network Load Balancing feature has been installed, click "Close."

1 .

Add Features Wizard x|
@ Installation Results
Features
The following roles, role services, or features were installed successfully:
Confirmation
Progress Network Load Balancing @ Installation succeeded
Results
hd
fram—
—
ro—
hd
e
O

Print, e-mail, or save the installation report

= Previous | Mext = | Close I Cancel |

In the Server Manager window, select" Feat ureso in the |l eft pane.
note that "Network Load Balancing" is now installed.

E_, Server Manager

=101 x|

File  Action View Help
| %r

= 2
o Roles
Features

Diagnostics View the status of features installed on this server and add or remove features,
Configuration
Storage
(~] Features Summary ﬂ Features Summary Help
(») Features: 4 of 35 installed ﬁ.ﬂ Add Features

ﬂ Remove Features
.NET Framework 3.0 Features

.MET Framewark 3.0
XP5 Viewer
Metwork Load Balandng
Remote Server Administration Tools
Rale Administration Tools
File Services Tools
Distributed File System Tools
Feature Administration Tools
Metwork Load Balancing Tools
Windows PowerShell

£0 LastRefresh: 10/24/2008 3:50:25PM  Configure refresh
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Close Server Manager.
— A new NLB Cluster can now be configured.

Launch the Network Load Balancing (NLB) Manager (Start > Administrative Tools >
- Network Load Balancing Manager).

#: Network Load Balancing Manager 101 =]

File Cluster Host Options Help

Cluster configuration for all known NLB clusters

Cluster name | Cluster |P address | Cluster IP subnet mask | Cluster mode |
-
Log Entry | Date Time | Cluster Host Description
0001 10/24/2008  222:25PM MLE Manager session started

. il

A4

Right-click on "Network Load Balancing Clusters" and select "New Cluster."

Mew Cluster : Connect |

Connect to one host that is to be part of the new cluster and select the cluster inteface

Host: I Cannect |

— Connection status

Inteffaces available for configuring a new cluster

Intedface name | Intedface IP |

< Back I Hest > I Cancel I Help

5 o 5 o oo M



Enter the name of the primary node (server) participating in the NLB Cluster and
click "Connect" to connect to the server.

In the "Interfaces available for configuring a new cluster," select an interface and
click "Next."

New Cluster : Connect x|

Connect to one host that is to be part of the new cluster and select the cluster interface

Hast: IFisk Connect |

— Connection status
Connected
Interfaces available for configuring a new cluster
Interface name | Interface IP |
Local Area Connection 2 152.168.0.185
Local Area Connection 152.168.0 224
< Back Mext = Cancel I Help |

In the "Host Parameters" window, leave the "Priority" set to "1" as this is the first
interface to be configured in the NLB cluster.

Leave the remaining options at their default values and click "Next."

x|
Priarty {unique host identifier): I'I "'I

— Dedicated |F addresses
IP address Subnet mask

255255 25560

Add. .. I Edit... Remove

— Initial host state

Default state: Started LI

[T Retain suspended state after computer restarts

< Back et = Cancel Help




In the "Cluster IP Addresses" window, click "Add" and enter the IP address(es) to
| be shared by all the nodes participating in the NLB Cluster.
 Jh—

x
- The cluster I[P addresses are shared by everny member of the cluster for load balancing.

The first IP address listed is considered the primany cluster |P address and used for cluster
- heartbeats.
™ Cluster IP addrasses:
: |F address | Subnet mask |
—
add.. | Ede. || Bemove |
cBack | Mew> | cancel | e |

Click "OK" to add the Cluster IP address.

x

—{* Add IPv4 address:
IPv4 address: I 192 . 168 . 0 . 198

Subnetmask: | 255.255.255. O

—{" Add IPvE address:

IPwE address: I

—{" Generate IPv6 addresses:
¥/ Link-local - [T Site-Jocall T | Global

o4 I Cancel

Once all the Cluster IP addresses have been entered, click "Next."

B o o oY ogs M



New Cluster : Cluster IP Addresses |

The cluster IP addresses are shared by every member of the cluster for load balancing.
The first IP address listed iz considered the primary cluster IP address and used for cluster
heartbeats.

Cluster |F addrezses:

|F address | Subnet mask |
152.168.0.158 255.255.255.0
192.168.0.199 255 255255 0

Add... I Edit. .. | Bemove |

= Back Help I

[
A
1
o
a3
0
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In the "Cluster Parameters" window, entertheiFul I | nt er ne tQDINdRukdyo or
Qualified Domain Name) for the DNS host entry associated with the NLB Cluster.
Note: If a DNS host entry for the NLB Cluster has not been created, create it now.

Select the "Cluster operation mode." Note: NLB best practices recommend using
"Unicast" when the NLB Cluster consists of servers with multiple NICS and
"Multicast" when the NLB Cluster consists of servers with only one NIC.

Click "Next."
MNew Cluster : Cluster Parameters x|
—Cluster IP corfiguration
IP address: [192.182.0.192 =
Subnet mask: | 205 255 265 . D
Full Intemet name: ICIusterOne.Greeannstf
Network address: J02+f-c0-a8-00c6

r Cluster pperation mode
i |nicast

" Multicast

" IGMP mutticast

< Back et = Cancel Help
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In the "Port Rules" window, click "Add" or "Edit" to add or modify the default port
| rules for TCP/UDP traffic.
)—1
By default, all TCP/UDP traffic can be sent and received by the interface(s)
| associated with the Cluster IP Address(es).
—t
x
— Defined port rules:
- T | B )
] 65535 Both Multiple - - Single
—

Add... Edit... Bemove

Port rule description

TCP and UDP traffic directed to any cluster IP address that amives on ports 0 through
65535 is balanced across multiple members of the cluster according to the load weight
of each member Cliert |IF addresses are used to assign client connections to a specific
cluster host.

L

@ < Back I Finish I Cancel Help
Once the Port Rules have been configured, click "OK."
1
] x|
—Cluster |P address
| = e MR
— Port range
Erom: |0 2 To: [65535 =
~ Protocols

" TCP ¢ UDP % Both

r— Filtering mode

" NMultiple host Affinity:  Mome % Single  Metwork

" Single host

{~ Disable this port mnge

| QK I Cancel




Click "Finish" to complete the configuration of the NLB Cluster.
u a
V—J
Defined port rules:
p—A
o
[
r—
1= Add... Edit Bemove
— Port rule description
wi TCP and UDP traffic directed to any cluster IP address that amives on ports 0 through
£5535 is balanced across multiple members of the cluster accarding to the load weight
- of each member.Client |P addresses are used to assign client connections to a specific
cluster host.
< Back I Finish I Cancel I Help |

Once the NLB Cluster has been created, it will appear in the NLB Manager window
as follows:

72 Network Load Balancing Manager 1ol =l
Eile Cluster Host Options Hel
1 Cluster configuration for all known MLB clusters
N
Erg CIus:;CK)q_e.Grle:nmogster.loﬁcal‘\192.1 Cluster name: | Cluster IP address | Cluster IP subnet mask | Cluster mode |
frocsl Ares Lonnecton) B ClusterOne Greenmorsterocal | 192.158.0.138 265.255.255.0 unicast
|
E
|
| ] ©w
Log Enfry | Date Time | Cluster | Host Description
0001 10/24/2008  2:22:25PM MLB Manager session started
000z 10/24/2008  2:94%:38 FM 192.168.0.... FISK Begin configuration change
0003 10/24/2008  2:45:40FM 192.168.0.... FISK Waiting for pending operation 3
0004  10/24/2008  2:43:57PM 192.168.0.... FISK Update 3 succeeded [double dick for details. ..]
0005 10/24/2008  2:49:57PM 192,168.0.... FISK End configuration change
—
< | 2
£



Right-click on the new NLB Cluster and select "Add Host To Cluster."

— Add Host to Cluster : Connect x|

Connect to the host that is to be added to the existing cluster

- Host: I Conmect |

— Connection status

Interfaces available for configuring the cluster

Interface name | Interface IP |

< Back | Ient = I Cancel I Help |

D Enter the name of the node (server) to add to the NLB Cluster and click
"Connect" to connect to the server.

click "Next."

Add Host to Cluster : Connect x|

In the "Interfaces available for configuring a new cluster," select an interface and
D Connect to the host that is to be added to the existing cluster

ﬁ Host: |Doer Connect |
[:H — Connection status

Connected

Interfaces available for configuring the cluster

Interface name | Interface IP |

Local Area Connection 2 152.168.0.233

D Local Area Connection 192 168.0.223
—h

< Back et = Cancel Help




Leave the "Priority" for the interface set to "2" and click "Next."

— x

Prionty (unigue host identifier); IE vI
el

— Dedicated |F addresses
—

\Paddress SUbnEtmask o
- 255.255 2550
#
T Add... | Edit... | Bemove
[ — Initial host state
LCiefault state: Started j

™ Retain suspended state after computer restarts

< Back et = Cancel Help

Configure the Port Rules and click "Finish."

Add Host to Cluster : Port Rules x|

Defined port rules:

Cluster IP address

65535 Both Multiple - Single

Sddl.. Edit... Eemowve

Port rule description

TCP and UDP traffic directed to amy cluster IP address that amives on parts 0 through
£5535 is balanced equally across all members of the cluster Client |P addresses are
used to assign client connections to a specific cluster host.

< Back I Finish I Cancel Help




Once the new host has been added to the NLB Cluster, it will appear in the NLB
Manager window as follows:

2 Network Load Balancing Manager 18l x|
File Cluster Host Options Help
B 3% E"" ork Load Balanding Clusters .\ Host corfiguration information for hosts in cluster ClusterOne. Greenmanster local (192.168.0.138)
E" %'!SE'GmStEHI(ng' Al Host {Interface) | Status | Dedicated IF address | Dedicated |F subnst mask | Host priority Initial host state I
o D FISKILocal Area Comnection)  Corwerged  192.168.0.224 255.255.255.0 1 started

k=4 DOERR{Local Area Connection)

DOERR:'ana\ Area Connection) Converged 1521820223 2R 255 2550 2 started

Log Entr: Time: | Cluster Host Description
0001 2:22:25PM MLE Manager session started
ooo2 192.168.0.... FISK Begin configuration change
0003 192, Waiting for pending operation 3
0004 132, Update 3 succeeded [double dick for details...]
0005 192, End configuration change
0006 192. Begin configuration change
0007 192, \Waiting for pending operation 3
0008 132, Update 3 succeeded [double dick for details...]

0009 10/24/2008  2:59:0 192.168.0.... DOERR End configuration change

Congratulations... the NLB Cluster has been successfully created!

To view the NLB Cluster IP address(es), open the command prompt and type
"ipconfig /all."

Note the NLB Cluster IP address(es) associated with the network interface
selected for the NLB Cluster.

[+ Administrator: Command Prompt

Ethernet adapter Local Area Connection:

Gonnection—specific DNS Suffix

Description . . . . . . . . . . . ! Broadcom BCHS7BBC MNetdtreme II GigE (NDIS
UBD Client>

Physical Address. . . . . . .« . : B2-BF-CB-A8-BB-C6

DHCP Enabled. . . . . . . . - - & HNo

Autoconf iguration Enahled e o« o« & Yes

Link-local IPu6 Address . . . . = feBB::846e:f9f7:aBed:57a4x18(Preferred?

IPud4 Address. . . . . e o« 2 192.168.8.224(Preferred?
Subnet Mask . e . . . . & 255.255.255.8

IPu4 Address. . e o« 2 192.168.8.198¢Preferred?
Subnet Maszk . . e o« o« & 255.255.255.8

IPu4 Address. . e o« 2 1921688199 (Preferred?
Subnet Mask . . . o« . & 255.255.255.8

Default Gateway e . 2 192.168.8.1

DHS Servers . . . . .. . 2 192.168.8.288

NetBIOS over Tcpip. « « « * Enabled

In the properties of the network interface selected for the NLB Cluster, note
that "Network Load Balancing (NLB)" has been configured.



@ Local Area Connection Properties El

Metwarking | Sharing I

Connect using:

I Ifl-_-'_#I Broadcom BCMET0EC Met¥treme |l GigE (MDIS VBD Clier

N

This connection uses the following tems:

o8 Cliert for Microsoft Netwarks
— ‘MNetwork: Load Balancing (MLE)
[ Bl 705 Packet Scheduler

.Q File and Printer Sharing for Microsoft Metwarks

i Intemiet Protocal Version 6 {TCP/1PvE)

i [ntemet Protocal Version 4 {TCP/IPv4)

i Linke-Layer Topology Discovery Mapper /0 Driver
- i Linke-Layer Topology Discovery Responder

Install... Whriretall Properties

Description

This component provides TCPAIP load balancing functionality.
To configure use the Metwork Load Balancing Manager utility.

[—J oK Cancel

[

The NLB Cluster is now ready to distribute application traffic across the nodes
(servers) participating in the NLB Cluster.

]|

The last step is to install and configure the application(s) that will run on the
servers participating in the NLB Cluster. Please refer to the application user
manual to complete this step.

=
=

.

Summary

Web Servers on Windows Server 2008 NLB Clusters comprised of Sanbol i c6s
Melio FS clustered file system and SAN storage provides a cost-effective way

for IT administrators to achieve significant improvements in application
performance, scalability, and availability; ensuring the enormous demands

imposed upon their applications can be met both now and in the future.

Q Deploying mission and/or business-critical applications such as File Servers and
|
=)
-

I
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